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INTRODUCTION

During the month of December 2009 Sabot Technologies, Inc. (Sabot) conducted an
assessment of the system architecture of the CALPADS project. We held interviews
with Califomia Department of Education (CDE) staff and contractors (i.e., IBM), as
well as, representatives of State Office of Technology Services (OTtech). In addition,
we analyzed technical documents including system architecture documentation,
incident reports, communications, and process documentation. This background
material provided Sabot with a detailed understanding of the current situation with
regards to the deployed CALPADS system, the development of the next major
release, and the project's technical and management processes.

Sabot compared the existing situation to industry best practices in IT systems
architecture, development, and maintenance/operations as well as engineering
management and project management. While we compiled the views of those
interviewed, this analysis and our recommendations represent Sabot's independent

assessment of the system and project.
This assessment report consists of five sections:
1. An executive summary of the findings and recommendations

2. A summary of the current situation and historical background

3. A gap analysis that indicates where the CALPADS project and system do and
do not adhere to industry best practice

4. Detailed recommendations for remediating the indicated gaps

5. Conclusion
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EXECUTIVE SUMMARY

Foreword

It s constructive to frame an assessment from the perspective of the assessed
organization’s mission, strategies and goals. In this case, the CALPADS project

objectives are:
* Provide school districts and the CDE access to data necessary to comply with
federal No Child Left Behind {NCLB) reporting requirements
* Provide a better means of evaluating educational progress and investments
over time
» Provide local educational agencies information that can be used to improve
pupil achievement
« Provide an efficient, flexible and secure means of maintaining longitudinal
statewide pupil level data
e Promote good data management practice with respect to pupil data systems
and issues.
To accomplish these goals CDE proposed to procure services of a systems
integrator to design and to develop, test, document, and implement CALPADS.

This assessment reflects Sabot's opinion as to the status of the project in light of
these objectives and the stated solution noting any gaps and offering
recommendations for course correction.

Scorecard
In order to quickly communicate the status of an area, Sabot presents a summary of
the findings in the form of a graphical scorecard.

KEY:
o A
Danger Caution All Clear
Critical danger of Potential danger of system No significant problems
system/project failure /project issues
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Overall Sabot discove;ed significant issues with the system and project representing
a threat the suecess of CALPADS from both an engineering and project
standpoint. This rating is based on the overall status of the system, our root cause
analysis of the system issues, and the project's overall performance. This rating
represents the grave concems Sabot has with the present status of the system and
project. This rating further means that there are critical risks to the project's success
that without immediate and decisive action will increase in likelihood. There is a high
probability of project and system failure should the project continue on the present

path.

We organized our findings into four key assessment areas, technical architecture,
personnel, engineering pracegsses, and project management. The table below
summarizes our ratings in each of the four‘a\ssessment areas:

ARCHITECTURE PROCESSES MANAGEMENT

] @ 2

\
TECHNICAL |  PERSONNEL \ ENGINEERING PROJECT

The next four subsections of this executive summary provide a high-level overview of

the findings in each of the categories. The gap analysis section of this report goes
into full detail for each of these.

Technical Architecture: é‘_\,

Sabot examined the technical architecture plan and conducted interviews with the
vendor (i.e., IBM) and OTech engineers. We find that the overall architecture is
sound; however, anomalies have been discovered in the system software, custom
software, database, and hardware architecture segments. The architecture is
comprised of common components that have a longstanding record of integration
success. Therefore, the issues being experienced are not the result of an overall
structural flaw. Instead, Sabot finds that the system implementation includes
anomalies, errors, and defects throughout. There have been several focused efforts
by IBM and Microsoft to review the detailed architecture and improve system
performance. Overall, these efforts have been successful in improving system
performance; however, the systemn continues to experience slowness, outages, and

other performance issues.

Specific areas of concem are:
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v" Hardware configurations

v" System software configurations

v Transaction processing performance

v" Database stability

v" Data query efficiency
These are all areas where deficiencies were discovered as a result of recent
engineering reviews or specific incident reports. Sabot has little confidence that
either the previous engineering reviews or the incidents experienced to date have

discovered all of the defects in any of these areas. The system has not yet
performed issue-free for any significant length of time.

Personnel; @
There are several critical issues related to personnel on the CALPADS project:

v" IBM staffing skill-levels and numbers — the IBM team is knowledgeable in their
respective skill areas, however, Sabot and the PMO have the overall
impression that the team is less experienced than expected for a project of
this size and complexity. Furthermore, the team is understaffed to handle the
work while maintaining the schedule and quality. IBM is behind schedule and
has a backlog of work in new development, service desk, and defect remedy.

v' CDE staffing skill-fevels and numbers — the CDE team consists primarily of a
part-time PMO contract manager, a full-time contractor Project Manager (PM),
several business analyst personnel and several part-time personnel from
CDE Technology Services Division (TSD) and Data Management Division
(DMD), and full and part time resources from Califomia School Information
Services (CSIS). There is a distinct lack of technical leadership and
engineering resources on the CDE side of the project. This has the effect of
allowing |BM to make decisions and take actions with very little CDE oversight
or transparency. There are other key role deficiencies especially in the areas
of business analysis and change management. The PM is serving as
technical lead, lead business analyst, confract analyst, and project manager.
These are each potentially full-time roles on an endeavor of this scale and
complexity.

v" Govemnance ambiguity — the project has some inherent issues with
govemnance. Some of these are addressable and some are not. The main
challenge with CALPADS vis-a-vis govemance is that the user population is
not under the direct control or budget authority of the department. This makes
CALPADS atypical and compounds the issue of CDE resource deficiencies
since dealing with a federated user model requires additional resources to
engage the users and manage organizational change. Another challenge in
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the project and system govemance is a lack of role definition among CDE

business divisions, CDE TSD, CSIS, OTech, and IBM.

These personnel resource related findings are directly related to the system stability
issues in that the lack of resources has left open the door for anomalies and defects
to enter the system development lifecycle work products. There simply are not
enough capable iabor resources to perform all of the required tasks and/or perform

quality assurance activities.

Engineering Processes: @

It is clear that one of the primary root causes of system instability is the lack of
discipline in adhering to system engineering processes. This finding is evidenced by
Independent Verification and Validation (IV&V) observations going back to the
beginning of the project. Using the Camegie Mellon Software Engineering Institute's
(SEl) Capability Maturity Model for Software (SW-CMM), the project on-balance,
would be assessed at a Capability Maturity Model Level 1, which is characterized by
ad hoc or chaotic processes that are either undocumented or not adhered to and are
in a constant state of change. It is typical of organizations with processes in this
stage of maturity to rely on individual heroics by competent people where progress is
to be made. It is for this reason that the deficiencies in this area are compounded by
the staffing level and governance deficiencies. Where there is a lack of engineering
process maturity there is a reliance on human capital. Should there also be a iack of
human capital, the project and its products suffer in schedule and quality. This is the
situation with CALPADS.

Specific areas of concemn most pertinent to the present situation and consequently

the path to its reversal are:
v" Requirements Management
o Requirements changing without proper impact analysis
o Changes to requirements not documented in all affected specifications

v" Configuration Management/Change Control
o Release notes not sent to the help desk or users prior to release
implementation
o Changes to technical configuration not documented in one authoritative
source
v" Testing
o Poor testing rigor (especially performance and regression tests) prior to
releasing software into production

o Lack of test result traceability/ tracking, work arounds, resolution notes

v" Operational Controls
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v" Service Desk Support Processes (e.g., defects, incidents, issues, problems)

Since CDE recognized that they did not have the experience or process maturity to
implement these and other engineering processes by themselves, part of the
engagement with IBM included the requirement that IBM was to bring these
processes to bear. While IBM bears much responsibility in failing to keep the
process rigor at an appropriate level, CDE and their contractor PM also failed in their
responsibility of holding IBM to account in this regard. This deficiency is related to
the CDE technical staffing issue addressed above in that with only the planned
resources it would be arguably impossible to oversee IBM and actually hold them

accountable for engineering process deficiencies.

Project Management &

As discussed previously, the PM is serving as technical lead, lead business analyst,
contract analyst, and project manager. These are each potentially full-time roles on
an endeavor of this scale and complexity. This means that in practice, the project
has only a part-time PM assigned. As a comparison, typically, a project of this size
has a Technical Project Manager and a User Project Manager assigned full-time.

The overutilization of the PM in non-PM roles is a contributing factor to some of the
deficiencies in the overall management of the project, however, independent of the
resource issue; Sabot has discovered the following areas of improvement for the

project's project management processes:

Meeting Protocol — The project meetings are extremely prolific and disorganized.
The number, nature, and conduct of meetings on this project represent a significant

source of team inefficiency.

Communications — Communications are rarely documented. They tend to be unclear
whether documented or not. It is often unclear when/if decisions are made or what
the decision was. Communications ambiguity is likewise a source of inefficiency.

Delegation — Despite the previously mentioned resource issues, there seems to be a
lack of delegation. The PM and business analyst tend to take on action items and
decisions as a default. It is unclear to what degree this is due to a lack of team

members to delegate to however.

Organizational Change Management (OCM) — dealing with a federated user
community rather than an organic one offers significant challenges in change
management. The challenge of managing the user expectations is now made more
difficult by the increasing dissatisfaction with the system and the project. It is very
important that while gaining and maintaining control of the system stability, the project
pay close attention to gaining and maintaining the confidence of the user community.
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The CDE PMO has responsibility for managing the PM contract and is therefore also
responsible for both the persistence of the PM's overutilization and the project

management functional deficiencies.

Summary of Recommendations

Sabot has concluded.this report with five major recommendations to address the
.deficiencies noted in the four assessment areas. The Gap Analysis section conveys
the areas of potential improvement and their significance while the Detailed
Recommendations section discusses potential remedies for the identified gaps.

The Detailed Recommendations section begins with the recommendation for a
System Engineering Quality Tiger Team to go through each architectural iayer of the
system and scrub it for anomalies, analyze the anomalies, design, test, and
implement fixes. This process should be executed by IBM with assistance from
Microsoft and OTech. It should be managed and controlled by CDE project
management and conducted with involvement from CDE technical leads (see
recommendations under Personnel). What Sabot suggests here is a complete
stoppage of all other work and singular focus on this curative activity. We are also
suggesting that vendor resources with capacity and abilities beyond those presently
assigned are required to perform this task. The recommended engineering efforts
must be conducted with sufficient thoroughness, competency, and speed to stop and
reverse the perception of the user community that the system is riddled with defects

and is fundamentally unreliable.

Next, CDE must take steps to clarify the govemance of the project and the on-going
governance of the system. Without this clarity of govemance definition and follow-
through, the various organizational parties (CDE, CSIS, OTech, and IBM) will
continue to foster confusion, responsibilities will be misplaced or go unassigned, and
the project will suffer inefficiencies and poor perception by the users.

Sabot further recommends that CDE increase the staffing level for the project to
include an overall technical lead and technical domain leads for each of the major
technology domains (infrastructure, software development, database, web/network).
These resources will help to oversee, execute, and enforce the technical processes
required to gain and maintain control over this effort. They aiso will serve as a critical
knowledge transfer body building detailed knowledge of the systemn in-house.

Hand-in-hand with adding CDE technical resources is the Sabot recommendation to
standardize and reinforce the technical processes on the project. Rather than being
reactive to a fault, the project needs to be slower and much more methodical with its
activities. This applies to both the efforts to stabilize the system in production as well
as the completion of the to-be developed major releases. It is the primary
responsibility of IBM to provide this engineering process rigor while it is the joint
responsibility of CDE and the contract PM to enforce it.
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Lastly, increasing staffing levels will afford the project manager the opportunity to
focus on project management. In doing this, not unlike the engineering processes,
there is much room to improve the project management control of the project.
Specific areas of needed improvement are; making better use of meetings, having
more effective communications, distributing work to a well-defined team, and
focusing on managing the immense change this project is imparting.

The CALPADS project represents a very large endeavor for an organization that
does not have much experience with large projects. It is important to note that this
effort has made significant progress towards the stated objectives. CDE must
recognize that there is a risk of losing control of this effort on multiple dimensions and
take decisive actions both internally and in managing external parties in order to bring

the project to a successful conclusion.
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CURRENT SITUATION AND HISTORICAL BACKGROUND

The CALPADS systern has been in development since November 2007. The
system impiementation strategy involves a phased schedule of major releases of
added functionality into the production environment. The first release of the system
was in August 2009 and included administrative functions of the system only. The
purpose of this release was to allow the users to create accounts and ready the
system for use. The second release called “Fall 1” was released in October 2009
and included major functionality for collecting Local Educational Agencies (LEA)
data. There have been a series of delays in releases and meeting other milestones.

Since its implementation (both the original and “Fall 1"), the system has not been
stable. There is concem among the user community, CDE, and other stakeholders
regarding the system's present stability, as well as, the risks of moving forward with

future releases.
The system stability problems are characterized in the following ways:
v" Outages - where the system is unavailable to all or a significant segment of
the user base
v" Crashes — where users who are logged into the system are kicked out or the
system “locks up” stopping the users' workflow.

v Slow-performance - where the system is slow to respond or “times out” for
one or more users performing a variety of functions with the system.

v Defects - where the system does not provide the functionality or retum the
results as expected.
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GAP ANALYSIS

The issues and concems raised in the Gap Analysis are collectively addressed by
recommended remedies discussed in the Detailed Recommendations section.

Technical Architecture

Sabot examined the system architecture and interviewed members of the IBM and
OTech technical teams. Sabot finds that the overall architecture utilizes commonly
integrated market-leading hardware and software products and is structurally sound.
There are no major defects in how the system was architected or implemented.
There are, however, persistent quality issues (i.e., anomalies, errors, defects) in
nearty all levels and components of the architecture. It is Sabot's opinion that these
issues, while minor when taken individually, have caused and continue to cause

system instability.

Issue
number

Description

TA-1

System software configuration — the system software configuration has
been found to contain anomalies. These include software configurations
that do not support the desired functionality, configurations that manifest
known errors with system software, and configuration settings that are in
an unknown or undocumented state.
Sabot discovered several examples that imply a disconnect between the
state as assumed or documented by IBM compared to the state as
assumed or documented by OTech. Examples:

* OTech discovered SQL Server software installed on a server

(MS.CDF.OPS.MI) where they did not expect to find it and no
documentation of that software change was communicated to

OTech
* SQL Server experienced an outage due to a known error but there is
also a known fix via a patch

» When SQL failed, it did not fail over as expected due to a
configuration setting for that event.

» OTech reports application software being installed on the primary (C:)
drive and that the primary drives are at or close to their max
capacity while IBM reports that the software is installed on the
secondary (D:) drive and that there should be no problem with the
primary drive capacity being maxed out.

Overall, after reviewing the documentation and conducting the interviews,
Sabot has a low-level of confidence that each environment and every
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server is configured as specified in the Technical Architecture Plan.
Furthermore, the Technical Architecture Plan does not contain the level of
detail needed to validate every software configuration setting. There is no
detailed or exhaustive configuration document for each element of the
system. Where documentation does exist, it is noted in a service request
from IBM to OTech or in an email communication. This represents a
system maintenance risk to CDE. With no reliable source of record for the
as-built requirements, design, and configuration, it will be very difficult to
maintain the system and keep it stable and up-to-date over time.

Finally, the users often report system slowness or outages without
associated alerts or alarms from system monitoring tools. This finding
applies to both hardware and system software. This may warrant an
investigation into the types of tools being used and the settings therein.

TA-2

System hardware configuration — the system hardware configuration
utilizes commonly integrated market leading components.

There is a discrepancy in the OTech level of service available for the
specified storage solution, “N-Series”, due to the fact that this product is not
the standard used by the majority of the OTech clients and is not a
standard OTech offering. This anomaly is likely not addressable. CDE
must accept this lower level of service as a constraint of the accepted
system architecture.

There was a confirned issue with system memory on some of the servers,
The evidence suggests that the IBM specified amount of memory was not
sufficient. After the additional memory was installed, the system
performance improved. It is unclear that the level of system memory is
appropriate in so far as it may now be excessive. Sabot recommends
leaving the memory at its present level until the system is fully deployed.

There are sporadic periods of slowness and outages that have yet to be
assigned to a root cause. In some of these cases, there are no indications
of the server resources being over taxed or the software processes failing.
This indicates that there could be networking anomalies or a web-
component failure. This implies that a detailed review of these components
is also warranted.

Finally, the users often report systermn slowness or outages without
associated alerts or alarms from system monitoring tools. This finding
applies to both hardware and system software. This may warrant an
investigation into the types of tools being used and the settings therein.

TA-3

Database query efficiency — one of the findings of the IBM engineers, who
have performed previous reviews of the system, as well as the suspicion of
OTech engineers, is that the database queries are oftentimes inefficient.
This inefficiency can cause a cascading effect on system performance.
When a series of inefficient queries is executed, they consume CPU
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resources, which can in turn affect performance of the rest of the
application and other users on the system at the time.

There are presently periodic occasions when the system “locks up” or
becomes unavailable to on-line users for 3-5 minutes at a time. There is
evidence that in some of these instances CPU utilization is maxed at
100%. This is indirect evidence that there are certain on-line transactions
that are consuming large amounts of system resources. Itis Sabot's
opinion that there is no reason that the queries should be consuming these
resources in that, while large, the CALPADS application and data are not
extraordinary, nor are they fundamentally mismatched with the hardware
resources. This evidence also points to inefficiencies in the queries.

TA4

Database stability - The intemal inefficiencies notwithstanding, there is the
possibility that there are queries that are not intemally flawed but rather
flawed by design. That is to say that these queries give the user the power
to perform functions on too large of a dataset. Where such power to
broadly access very large datasets is required for a business purpose, it
must be supported. However, where such power is inadvertent and not
required by a business function, it should be carefully restricted.

Other design considerations related to database stability include the use of
off-line data for reporting. Several of the interviewed engineers suggested
that the technical team is considering changes to the reporting databases
however; Sabot was unable to obtain details regarding these changes or
their timing. it is a best practice to perform reporting functions on an offine
(non-transactional) data store. The data are essentially copied and
organized in such a fashion to optimize reporting and to off-load the
processing that reporting requires from the transactional database to a
dedicated database or multiple dedicated databases only used for reports.

Similarty, maintenance tasks and batch update processing are resource
intensive. While they cannot necessarily be off-loaded to another
architecture segment, the task can be scheduled so that they minimize the
effect on system performance during times when lots of users are on the

system.

TA-5

Transaction processing — most of the transactions executed by the
CALPADS system are synchronous in nature. Synchronous transactions
are those that lock the process until the transaction is complete. These are
akin to asking for information from a telephone operator and being on the
line with him until the answer is provided. Asynchronous transactions are
non-locking. They send the request using one transaction (that is then
closed), work is performed, and then a second asynchronous transaction is
initiated to supply the answer. This would be akin to sending a text
message to a friend and receiving a second text with the answer. It was
suggested by some of the engineers interviewed that the CALPADS
system may be overusing synchronous transactions and that changing the
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transaction processing in some cases to asynchronous may alleviate some
of the system performance issues. While this is a valid area to explore, it

must be conducted with two important guidelines:

1.Wherever asynchronous transactions cannot support the business
requirements, they must not be used regardless of the potential

performance benefits.

2.0nly thorough analysis, thoughtful design, and rigorous testing will
validate if there are potential benefits for this shift to asynchronous

transactions.

Personnel

Sabot examined the make-up and structure of the team involved with CALPADS
including iBM, CDE, CSIS, and OTech participants. The table below details Sabot's

findings related to personnel, staffing, and govemance.

Issue "
e Description
P-1 IBM staffing skills and numbers — The IBM team members are skilled and

knowledgeable in their respective areas of expertise and role. Sabot has
observed and interviewed the technical lead and the development lead.
We also interviewed one engineer who was performing a technical review
of the system in late December 2009, We have observed the IBM
management of the service desk and the reporting by the IBM project
manager. Based on the backlog of workload and lack of quality controls,
Sabot concludes that the IBM team is under-resourced. There are over
500 service desk tickets unaddressed in backlog. The rate of Severity 2
defects reported is equal to the Severity 2 defects fix rate; therefore, no
progress on the number of Severity 2 defects is being made. Little
progress is made by the IBM team when asked to report back on actions
taken to address previous V&V findings or CDE concems. It is Sabot's
position that these backiogs of work are a by-product of too few IBM
resources being assigned to the project. There has been an oft-repeated
argument that the project, program, and system functionality are too
complex to effectively on-board new resources for them to help; however,
Sabot disagrees. Adages of “too many cooks” or “miracle man-month”
aside, this project requires immediate and significant resource attention in
order to address the backlog of work in the following areas:

» System incident response
» Software defect resolution
* Quality assurance tasks
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e Software development of next release

This issue goes hand-in-hand with the issue of a lack of CDE resources (P-
2) and the issues classified under engineering processes below. Without
adequate resources, processes often are short-cut. This compounding of

issues adds to the severity of the risks herein.

P-2

CDE staffing and skills — The CALPADS project is understaffed from a
CDE/State perspective. There are two concems with the level of staffing.

First, the sub-standard level of staffing causes workload backlog and
quality issues as work is completed in a quick manner sidestepping quality

review activities by overburdened resources.

Second, the specific lack of technical resources from CDE assigned to the
project creates a condition where CDE has little visibility, oversight, or
control over technical activities, direction, prionties, and decisions.
Furthermore, the lack of technical resources leaves CDE in a precarious
position related to the eventual ownership, maintenance, and operation of
the system. Being involved in the development of the system is critical to
achieve the knowledge transfer necessary for CDE and CSIS to effectively
take control of the system maintenance and operation.

Involvement in the technical activities of the project by technical client
resources serves as a quality check on the technical processes, work
products, and deliverables. it also serves as an opportunity to insert CDE
as a validation check on all day-to-day technical decisions. While the
contractor has the contractual responsibility and authority to execute the
project as proposed, there are dozens upon dozens of technical and
program (business rule) decisions at the working level of the project that
should, at a minimum, be vetted with CDE and potentially be formally
approved by CDE. These checks are not happening with regularity
because there are not enough resources with the correct skills involved
side-by-side with the IBM engineers. This leaves CDE dependent on IBM's
perspective on a wide variety of technical issues and information. The lack
of transparency is conceming and represents a risk.

Examples of IBM having effective unilateral control of information and
decisions include:
» Deciding the priority and criticality of incidents and defects

» Technical decisions such as specific solution design

» Status of issues including perspectives on root cause analysis and
responsibility
This issue also applies to the business analysis and project management
functions. CALPADS has always had a contract project manager who was
either actually part-time or effectively part-time due to other role
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assignments. Comparable projects in other departments have two full-time
project managers, a technical project manager and a business project
manager. To add to this issue, the assigned project manager is also
serving as the project's technical lead and business analyst. The project is
simply too big and toc complex to leave all of these roles to one effectively
part-time contractor the additional duties of trying to fill the technical lead
and business analyst roles far exceed one person's capacity.

Govemance ambiguity - The governance of the project and system are
complex. The users of the system include LEAs who are not under the
control of the Department. This federated user modei is a significant
challenge and is yet another compounding issue since it requires
significantly more planning, communication, and management to involve
federated users in a project as compared to organic ones. Beyond the
constraint of having a federated user base, the project is overly complex
and ill-defined in its govemance. This issue includes a lack of clarity and
consistent understanding and execution of roles, responsibilities,
authorities, and involvernent expectations on the part of CDE Executives,
CDE TSD, CDE DMD, CSIS, LEAs, and OTech.

The governance definition shortfall dates back to the beginning of the
project when CSIS was a potential bidder on the project rather than being
an integral part of the client side of the project. Itis also directly related to
the lack of definition of engineering and project management processes
described in the next two sub-sections.

One particularly troublesome area of governance confusion is that of the
interaction between IBM and OTech regarding the management of the
environment. Sabot interviewed both parties and it became apparent that
communications and coordination are poor between them. Each gave
conflicting reports of issues and status. Each gave conflicting
understandings of their roles and responsibilities. Tighter and more
defined coordination between OTech and IBM must be implemented in
order to gain control of the system.

Engineering Processes

Sabot examined and observed the engineering processes of the project and noted
previously that CDE is a process-immature organization. Recognizing this, part of
the contract with IBM was intended to place the responsibility for process maturity on
the vendor. The process failures observed and noted below are due partly to IBM's
failure to implement processes of appropriate rigor and partly due to CDE's (and the
contracted PM's) failure to enforce this requirement with IBM and take proper
ownership of the processes where applicable. This is all compounded by the lack of
resources noted above.
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Issue
number

Description

E-1

Requirements Management Process — the process for documenting
requirements and their changes is lacking in rigor and execution. On a
regular basis requirements are reconsidered in light of compiaints or
incidents from the users. The process for proposing and analyzing these
changes is weak on analysis and documentation. There are changes to
rules that affect the quality or nature of the data being reported. Sabot
does not have confidence that these changes are properly analyzed for
impact to the quality of the data, the accuracy of the subsequent reports, or
the impact to downstream processes. Once a requirement is introduced as
a change, its impact is not documented in all of the affected specifications.
Lastly, there is no single authoritative source for all of the requirements.

E-2

Configuration Management and Change Control — a superset of
requirements management is the management of all “configuration items”
on the project. Configuration items are any artifact of the project that must
be maintained in a known state. These include everything from individual
requirements to specification documents to entire release packages.
Changes to configuration items are supposed to be controlled by a fixed
process. The CALPADS project lacks both the process discipline and
human resources to adequately manage changes to all configuration items.

In addition to the sub-set of requirements management, one example of
critical configuration item change control failures includes the management
of software releases. Software releases are not tested or documented
properly prior to their implementation in the production environment. The
release notes typically come out several hours after the software has been
released making it impossible for users, or more importantly the service
desk, to know just what new functionality or defects were addressed with
the release and how. Release testing routinely goes up to the time of the
release. The testing is both rushed and lacks the thoroughness to serve as

a confident quality assurance step.

Other examples of this process breaking down include changes to
configuration settings of the software and hardware environment, as well
as, traceability back to the defect and incident reporting systems.

There are processes for managing change documented by both CSIS and
IBM. These processes should be more closely followed and broadened to
include proper definition and treatment of all configuration items.

Testing — the testing process for each maintenance release (and major
releases to date) has been inadequate. Specifically, as evidenced by the
seemingly endless discovery of additional Seventy 2 defects, the system,
performance, and regression testing of software releases is not thorough
enough. This is further evidenced by the historic rate of change in the
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system since its implementation in the Fall with weekly releases only
recently being slowed to a bi-weekly schedule. In an effort to be
responsive to remedy defects, the rate of change in the system is alarming
to Sabot and to those we interviewed. Multiple project team members and
stakeholders are of the impression that the system is not tested properly
prior to making changes in production and that the process for new
releases is too fast paced to allow for proper testing. There is the likelihood
that due to the rate of change, weak impact analysis, and lack of thorough
testing (especially regression testing) that releases fixing certain defects

are introducing others.

Project Management
Sabot examined and observed the CALPADS project management processes. As noted in
the Personnel gaps section, the project manager of CALPADS is overtaxed. The gaps in
this section should be noted in that context.

Issue
number

Description

PM-1

Meeting protocol — the project team is constantly meeting. Meetings are
typically disorganized and/or undisciplined. The meetings generally have a
format and agenda, but do not always have a declared purpose or
objectives (i.e. make a decision, obtain a result). Meetings agendas do not
define time limitations on the discussions by topic. In practice, meetings
nearly always begin late and end late. Meeting topics are not held to
specific time limits and discussion topics are not held to those in the
agenda. Meetings generally have an attendee list that is conceived with
some forethought, but it is often overly inclusive.

PM-2

Communications — the communications amongst the project team are
open and frequent. The communications are also undocumented and
oftentimes ambiguous. Itis common for decisions to be made and then to
have team members revisit them because the decision and the fact that it
was made was neither clearly communicated nor documented. It is not
clear that decisions follow a defined governance process. There is no
apparent process or criteria for determining which decisions may be made
by which project leaders, participants, or stakeholders.

Action items are likewise rarely summarized or documented with
assignments and due dates. It is not uncommon for action items to “float”
until they become critical and it becomes obvious that nobody claimed

responsibility for actually performing the task.

PM-3

Delegation — there is a lack of delegation in decision making which
compounds the issue of resource constraints. The PM and a small
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collection of key resources control all decisions and take on most action
items. Direct assignments of tasks are rarely made. Some of this may be
due to the lack of team resources to which to delegate and some of this
seems to be an acquired project or organizational culture.

PM4

Organizational change management — there is a distinct difference and
increased pessimism in the perception of project status as reported by
IBM's and CDE's project leadership, and the CSIS and LEA voices, where
the former are much more positive than the latter. Sabot is not convinced
that the iBM and CDE core project team appreciate the seriousness of the
perceived system stability. The system is actually unstable to a large
degree. The end-users and those close to them seem to be in better touch
with this fact than the project team proper. There are indications of
increasing resistance in the user community. The project has taken some
steps to attempt to be responsive to the needs of the users, such as
establishing and monitoring a listserve, publishing “flash” messages, and
hosting Q8A sessions. These mechanisms are positive; however, the
messages coming through these channels are weak and “sugar coated.”
There ought to be more candor and empathy to the issues of system
stability.

Ironically, the project’s attempts at being empathetic have included actions
that may be making matters worse. These, mentioned above, include
being overly responsive in changing requirements, loosening rules, and
releasing fixes. There is little confidence that the team has thoroughly
thought through the data consistency or even the functional implications of

these changes.
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DETAILED RECOMMENDATIONS

Stabilize Fall 1 with a System Engineering Quality Tiger Team

Sabot recommends the immediate formation of a highly skilled System Engineering
Quality Tiger Team to go through each architectural layer of the system and scrub it
for anomalies, analyze the anomalies, design, test, and implement fixes. This
process should be executed by IBM senior-level engineers with capabilities and
capacity beyond the presently assigned technical team. This effort should be
conducted with assistance from Microsoft and OTech. The tiger team should be

managed and controlled by CDE project management and conducted with
involvement from CDE technical leads (see recommendation below). This shouid be

the singular focus of the project until stability is achieved. That is to say, all other
activity by the technical team should stop until the system is stabilized.

Sabot recommends continued engineering efforts be focused on discovering and
correcting the issues with the existing system rather than any design or development
of new functionality. While the issues discovered to date are each relatively limited in
scope and risk, the collective effect on the system performance and in-turn user
satisfaction threatens the success of the system and project. The recommended
engineering efforts must be conducted with sufficient thoroughness, competency,
and speed to stop and reverse the perception of the user community that the system

is riddied with defects and is fundamentally unreliable.

While no part of the architecture should be left alone, specific attention should be
made to each of the following:

e Transactional systems review

¢ Database query tuning

* System software setftings

+ System hardware configurations

+ System monitoring

Establish clear govemance for the system

CDE must take steps to clarify the govemance of the project and the on-going
govemnance of the system. Without this clarity of governance definition and follow-
through, the various organizational parties (CDE, CSIS, OTech, and IBM) will
continue to foster confusion, responsibilities will be misplaced or go unassigned, and
the project will suffer inefficiencies and poor perception by the users.

Some specific recommendations include:

+ .Establish a System Owner with overall responsibility for the objectives of the
system
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= Set expectations for IBM and OTech individual and joint responsibilities
« Clarify the CSIS role in the project and in the ongoing system operations

« Ensure that roles are documented, communicated, understood, and executed
as defined

= Ensure that roles for the project are consistent with roles for the operational
mode of the system

Fill resource gaps in CDE technical staff

Sabot recommends that CDE increase the staffing level for the project to include an
overall technical lead and technical domain leads for each of the major technology
domains (infrastructure, software development, database, web/network). These five
additional full-time resources will help to oversee, execute, and enforce the technical
processes required to gain and maintain control over this effort. They also will serve
as a critical knowledge transfer body building detailed knowledge of the system in-
house.

Additionally, the project manager position ought to be full-time (40-50 hours per
week) with a sole focus on project management tasks. The roles of the business
analysis staff should be clarified and staffing levels then checked to ensure

consistency.

Enforce and follow strict engineering processes

Sabot recommends that CDE standardize and reinforce the technical processes on
the project. The project's technical activities should be controlled and executed in
line with best practices. Rather than being reactive to a fault, the project needs to be
slower and much more methodical with its activities. This applies to both the efforts
to stabilize the system in production as well as the compiletion of the to-be developed
major releases.

Specific attention should be made to cormrect the following processes:

* Requirements Management
e Configuration Management and Change Control

» Testing

Maintain tighter project management controls

A full-time PM unburdened with the tasks of technical lead and business analyst roles
will be able to establish tighter controls on the project management processes.
Specific areas of needed improvement include; making better use of meetings,
having more effective communications, distributing work to a well-defined team,
enforcing project process rigor with the vendor, and focusing on managing the
immense change this project is imparting. These improvements should be achieved

Page 21



SABOT

TECHNOLOGIES

CALPADS PROJECT INDEPENDENT ARCHITECTURE ASSESSMENT

CALIFORNIA DEPARTMENT OF EDUCATION

JANUARY 5, 2010
through increasing the rigor of project management processes while simuitaneously

establishing a new project culture of focus, discipline, efficiency, and accountability.
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CONCLUSION

The CALPADS project represents a very large endeavor for an organization that
does not have much experience with farge projects. It is important to note that this
effort has made significant progress towards the stated objectives. CDE must
recognize that there is a critical and immediate risk of losing control of this effort on
muttiple dimensions. CDE must take decisive significant actions both internally and
in managing external parties in order to bring the project to a successful conclusion.

The department should take the following key points away from this assessment:

The system is not structurally flawed in its technical architecture.

The system is riddled with quality issues that collectively manifest in system
instability.

The project is in need of a singular focus on a directed effort to establish
system stability through a thorough engineering review of every aspect of the
system.

The quality issues are caused by a lack of engineering and project control
processes.

The quallity issues and lack of controls have worsened the staffing deficiencies
by causing backlogs of defect remedies and re-work.

The engineering processes, governance, staffing, and project management
issues of both the vendor and the State must be corrected to stop quality

issues from continuing.
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